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ABSTRACT

We define a notification hierarchy including a set of unified
link-layer triggers to be used for cross-layer optimization
in heterogeneous wireless networks. Unlike previous sugges-
tions, our approach is not specific to IEEE 802 -technologies,
and can be used by applications as well as network and
transport protocol entities. We also present full testbed im-
plementation of our system together with the correspond-
ing software architecture focussing on IEEE 802.11 WLAN
networks. As a test case, we illustrate the benefits of our
approach with a video streaming application using the re-
transmission ratio as a link quality indicator.
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1. INTRODUCTION

Wireless channels are inherently dynamic in nature. Mo-
bility of users and interferers can cause sudden changes in
the quality of links used in short time periods. Even the
most carefully designed wireless technologies, such as the 3G
cellular systems are still prone to packet losses and widely
varying latencies. Situation is even more difficult when ISM-
bands are being used, inter- and intra-technology interfer-
ences causing serious problems with the perceived quality of
service.
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Figure 1: Notification Hierarchy using unified L2
triggers. Here ULL stands for Unified Link Layer.

While wireless technologies will certainly continue to im-
prove, it is practically impossible to give meaningful, hard
quality of service guarantees over wireless channels. We
therefore consider it essential to offer applications and higher-
layer protocols information about link-layer conditions that
are relevant to the particular application. In this paper we
define a hierarchical, adaptive mechanism for cross-layer op-
timisation based on unified approach to link-layer triggers,
or notifications on changes in link conditions.

Naturally, the concept of link-layer triggers, or L2 trig-
gers, as they are also called, is not a new one. However,
none of the previous work has really been widely accepted.
In our view the main reasons for this have been either the
domain-specific nature of the triggers developed, or technol-
ogy specific approach adopted. An example of the work of
the first type is the transport and mobility trigger work car-
ried out in various working groups of the IETF [11]. The
IEEE is also working on standardizing L2 trigger definitions
in the IEEE 802.21 working group [9]. However, also their
work focuses on mobility and handover inter-operability, and
thus targets network protocol agents rather than being ap-
plicable for a wider variety of applications. There is a clear
need for more general approach, as triggers are particularly
important for many future event-driven applications, espe-
cially in the sensor and embedded networking domain.

2. GOALS AND APPROACH

The main challenge in the unified approach advocated
is the disparity between application interests, and quality
metrics offered by various wireless technologies. (For sim-
plicity, we take the word “applications” to include network



and transport protocol entities as well.) Applications would
typically prefer to operate on concepts such as bandwidth,
end-to-end delay, or, indeed, the cost of using a link. How-
ever, information actually available on individual links is of-
ten oriented towards the physical layer, including measures
such as bit error rate or received signal strength.

The system presented in this paper resolves this discrep-
ancy by offering transparent, technology-independent no-
tifications for applications by mapping technology-specific
measurements into unified link-layer triggers. We adopt a
hierarchical notification scheme, where applications indicate
their needs with respect to connectivity, and only changes
in link conditions that are significant with respect to these
needs result in evaluation of the new link conditions.

The model of the notification hierarchy is shown in figure
1. Link specific measurements supplied by the physical layer
are abstracted with unified L2 trigger by the means of a link
diagnosis. The L2 trigger might be consumed locally or sent
via the network. In order to support remote triggers a suit-
able transport protocol was proposed by Yegin et al. in [15].
From the point of view of higher layer entities, L2 triggers
are recognized as a sort of connectivity related event, simi-
lar to events generated by the routing and transport layers,
such as new_network_available or connection_timeout. All
connectivity related events are mapped to application noti-
fications by a centralized entity, called Connectivity Support
(CS). This includes also a translation of the information at-
tached to events, also called hints [5]. For instance, the first
hop link layer addresses of the L2 triggers are mapped to
end-to-end connections used by the application. The actual
service adaption is then performed by the application itself
and might include communication to a remote server.

In the following subsections we will discuss in greater de-
tail some of the requirements for different classes of link and
network aware applications, and then recall briefly which
kinds of quality metrics are available in common link-layer
technologies.

2.1 Application Requirements

The requirements between applications differ mainly in
the levels of abstraction and detail the application writers
wish to operate on. For a simple download client, for exam-
ple, notifications of interest would mostly be limited on ap-
pearance and disappearance of links, and to the bandwidth
offered by them. Other extreme would be applications of
Connection Manager type, responsible for configuring net-
work and transport protocols, managing mobility and han-
dovers, and even helping in selection of which link to use
given application requirements. Obviously an application
like this would have little interest in transparency, as more
the details it has available to it, more informed the deci-
sions it can take. We shall deal with the role of connection
manager in our architecture in greater detail in subsection
3.4.

Interesting middle ground between these two extremes is
formed by various adaptive streaming applications. In addi-
tion to bandwidth, latencies and higher order quantities such
as jitter are of considerable interest to them. Also knowledge
of error characteristics can be of interest, as adaptive cod-
ing and content protection schemes can efficiently be used
to enhance user experience. Streaming applications are also
typically rather asymmetrical in nature, differing greatly in
terms of uplink and downlink use. This brings in a strong re-
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Figure 2: Model of the signal flow for uplink (UL)
and downlink (DL) direction. Here following no-
tation is used: s - measurement samples, x,y - link
layer metrics, 12 - discrete L2 trigger, n - application
notifications.

quirement to support triggers and notifications in a directed
fashion.

2.2 Link Layer Metrics

The collection of quality-related metrics monitored in dif-
ferent link-layer technologies is extremely heterogeneous. Cel-
lular systems typically keep track of very complete set of
physical layer characteristics, even though accessing the in-
formation on a typical terminal or user equipment relies on
manufacturer-specific and often undocumented interfaces.
Information tracked by, for example, WLAN (IEEE 802.11)
or WPAN (IEEE 802.15.1 and IEEE 802.15.4) wireless in-
terfaces is more readily accessible, but unfortunately rather
limited in nature. As these IEEE technologies are very rele-
vant to the present discussion, we shall discuss the available
link quality indicators in slightly greater detail.

The main signal domain metrics available in both IEEE
802.11 and the IEEE 802.15 -families are the received signal
strength (RSSI), and signal-to-noise-and-interference ratio
(SNIR) for the downlink. Both of these are limited in time
resolution by the sampling granularity induced by received
frames. Naturally, the SNIR is more expressive metric, as
it includes the effect of interferers. Shadowing and fading
effects can cause both of these metrics to fluctuate rapidly,
so filtering or averaging techniques should be employed to
obtain quality measures relevant to the applications.

Third quality metric in the downlink relevant to the IEEE-
technologies in question is the frame error rate (FER). Un-
like in cellular systems, for example, bit error rate is not
available. The FER is easily calculated, but does require
sampling over substantial period of time for statistical ac-
curacy.

Short term indications can be derived from the retrans-
mission ratio (RR), which is commonly used in the uplink
for the adaption of the transmission rate. However, it is
substantially useful in the downlink direction as well, as we
will see in section 5.

3. NOTIFICATION HIERARCHY BASED ON
UNIFIED L2 TRIGGER

The following subsections describe the layered approach
in more detail discussing the signal flow as shown in figure
2.

The input signals spr(i¢) and syr(i) represent measure-



ment samples, which are not taken at a constant rate, but
on a frame basis. Usually, simple filters on these input vec-
tors are sufficient to gain some interesting link layer metrics
zpr(k) and zyr(k). These inputs are subject to further link
specific diagnosis. For instance, thresholds with a hysteresis
can be applied to detect a significant change in the link layer
metrics. In case the condition for a L2 trigger is fulfilled,
the signal [2(t) triggers the link analysis.

Furthermore link layer metrics, which are not subject to
link diagnosis can be used for link comparison or qualifica-
tion. The signals ypr(k) and yur(k) capture this need of
the Connectivity Support (CS) entity for an insight on link
layer metrics.

3.1 Measurements

Both, physical and link layer implementations usually pro-
vide a vast amount of technology specific measurements.
This includes metrics referring to signal strength, modu-
lation or error protection schemes. Most of these real-time
measurements are taken in the hardware or firmware and
accumulated in counters or provided in special registers.
Some of them might be available only during transmission
or reception of a frame. Also, some parameters might be
available for the uplink- or downlink direction only. A small
overview on the available measurements within different tech-
nologies is given in [8].

3.2 Filtering

In order to provide a first abstraction of the current link
state these samples are processed by the means of simple
filters. The resulting link layer metrics characterize the link
in a technology specific way and indicate trends or empha-
size that the link is in a particular state, for instance under
line-of-sight conditions or in a fading spot.

3.3 Link Diagnosis

The next level in notification hierarchy is the mapping
of link-layer metrics and their changes into the unified L2
triggers. Three triggers are used in the present architecture:

e The link_up trigger is fired when data frames can be
send and received via this link.

e The link_down trigger is fired when no more data
frames can be send or received via this link.

e In case the link quality is deemed to have changed sig-
nificantly, the link_quality _changed trigger is fired.

Motivated by the notion of links in [14], each trigger is fired
for a particular link identified by an ordered pair of link
layer addresses. The order of these addresses determines
the direction sense (uplink vs. downlink direction), and is
passed alongside with the L2 trigger as a hint.

In previous work, such as [6], a simple state model of
link conditions with transitions based directly on measure-
ments has been used to decide when these triggers should
be fired. However, as reported in [1], this results in unre-
liable L2 triggers. Instead, our scheme uses a (usually lin-
ear) combination of multiple measurements, together with
a free parameter called significance («), which can used by
higher layers to control the sensitivity of the link diagno-
sis. Changing the significance parameter o results in more
or fewer L2 triggers. Without any implications about par-
ticular measurement-thresholds, the significance parameter

abstracts link layer specific away, while leaving a form of
closed-loop control for the consumer of the L2 trigger. This
widens the applicability of our approach from supporting
Mobile TP handovers only towards all applications sensitive
to link conditions.

3.4 Connectivity-Support (CS)

If delivered locally the term L2 trigger is exchangeable
with events, because no transport protocol is utilized. The
events themselves are mapped to application notifications
with a change in the information given as a hint, such as an
end-to-end address instead of a link layer address.

Therefore the application registers for notification support
indicating its remote host and the application type, such
as streaming application, download client, and the notifica-
tion conditions, such as bandwidth smaller then 300 kbps.
The CS entity looks up the current routing tables to figure
out which links are in use for these connections®. Events
for these links are then taken into account for the applica-
tion notifications: link_up and link_down map directly to
connection_up and connection_down with two IP-addresses
as a hint. The registered condition is evaluated upon the
link_quality_changed event, so that not each event results in
a notification to the application. For instance, if too many
evaluations turned out to be unnecessary, the significance «
is lowered. This trades an increased probability for getting
an interesting link change too late for reduced computational
overhead.

If a hint goes along with the application notification, for
instance the bandwidth, the actual bandwidth queried from
the link layer needs to be scaled to forward the bandwidth
the application perceives. The scaling factor can be esti-
mated from the overhead of the currently running protocols
for this connection.

3.5 Application Notification

Service Adaption is a task performed by the application
upon reception of a notification for its connection. If the
application is using multiple connections it needs to regis-
ter notification support for all of them individually, since
they can potentially route via different links. This is espe-
cially relevant for ad-hoc networks. A simple example for
service adaption is a download client starting or stopping
its file transfer upon connection_up and connection_down.
A more advanced application would be a Connection Man-
ager, which starts its link selection algorithms upon major
changes in the quality of an active connection.

4. TESTBED IMPLEMENTATION

The overall implementation architecture of the Linux testbed

is shown in figure 3. Starting at the lowest level, it will be
discussed in greater detail in the next subsections.

4.1 Measurements

Basically, measuring wireless channels puts real-time re-
quirements on the implementation supplying this informa-
tion. Hence, this task should be performed by the hardware
(HW) or firmware (FW) for the sake of accurate and OS
independent samples. In the testbed setup the used hard-
ware was a Netgear MA 401 card with a Prism2.5 chipset

n some future time the maintenance of links might be per-
formed by a Connection Manager reducing the feature set
of the CS entity.
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Figure 3: Overall Implementation Architecture of
Linux testbed.

(v 1.0.0) and a hfa3873 series baseband controller. The FW
(pri: 1.0.7, sta: 1.3.6) stores the samples in registers to be
read be the wlan-ng driver [2]. The appropriate registers
were identified by the means of a recent driver programmers
manual [10].

Hence, the incoming measurement signals can be identi-
fied as the time-dependent vectors given by spr(i) = (rate,
status, bytes, lost_segment, lost_fragment, link, noise) and
suL(i) = (rate, status, bytes). Additional measurements were
available, but did not very well characterize the conditions
of the link. For instance, a high inter-packet-arrival or -
transmission time does not necessarily indicate a fading con-
dition since also low traffic on the network introduces this
pattern to the link layer metric. Also, the signal strength
turned out to be an unreliable indicator of link quality dur-
ing the presence of a high level of noise.

Although new samples are needed upon reception and
transmission of each individual frame to assign them to dif-
ferent links, neither the FW nor the driver maintained this
information. An additional FW emulation module in the
Linux kernel space was developed to take these updates on
a per-frame basis and supply the value in a virtual regis-
ter. The modified driver then uses these samples to assigned
them to a per-link diagnosis.

In addition to the basic functionality described above, a
logging interface was developed that allows overwriting these
samples with values from a trace file. Thus the testbed
provides an emulation platform for future experiments.

4.2 Filtering

For this example implementation on IEEE 802.11b the
following link layer metrics were derived from the samples
by the means of simple filters: SNIR?, Retransmission Ratio
(RR), Frame Error Rate (FER), and bitrate (rate). These
are defined by the following formulas:

2The noise samples include interference power as well.

rate(k) = rate(i)
> ISRETRANS (status(i))
RR(k) = =2
>~ ISOK(status(i))
i=0
> ISFCSERR (status(i))
FER(k) = =
> ISOK (status(i))
i=0
level
SNIR(k) = noise

Additionally, the link layer Bandwidth (BW), is frequently
measured as the amount of bytes received within the sample
period At:

Zn: bytes(i)

BW(k) = 8-i:()T.

4.3 Link Diagnosis

The quality of a link is intentionally not modeled with
states, because link level measurements have shown that
links with intermediate loss rates and no sharp transition
between high and low error rate are quiet common [3]. Ad-
ditionally, asymmetric link behavior has been observed em-
phasizing the need for a direction sense, modeled by the
order of the two MAC addresses of the peers [4].

In order to provide indications for both directions, dif-
ferent link layer metrics are used for uplink and downlink.
The robustness of the link indications as outlined by the
TAB guidelines, is also taken into account. For instance in
the downlink, the SNIR(k) diagnosis takes the persistence of
the link quality change into account to smoothen out fading
spikes. For the FER no validation of the mechanism could
be worked out, since no significant FER was encountered
during the indoor experiments, as also reported in [7].

Basically, the link_quality_changed trigger is fired upon
a fulfilled condition based on the RR, SNIR, or FER as
expressed by the following formula:

1, [(1 =)  RRret < RR(k) < RRyet - (1 + )|V
[((1 — @) SNIRyt < SNIR(k) - (1 + a))A
(t — fast_SNIR_downshift > to)]V
[rate(k) # rateres A (t — bast_rate_shitt) > to]V

e FER,.¢ -
[(FER < ety A (FER > —rel %]

The used parameters for link diagnosis, namely the sig-
nificance «, sample count ¢ and diagnosis period to are set
by CS. Some meaningful measurements about the number
of lost segments and lost fragments turned out to be poorly
supported by the FW.

The link_up and link_down triggers are mapped to the
Prism2 specific FW states in figure 4.

How well the diagnosis integrates with the classic internal
wlan-ng driver structure is shown in figure 3. The internal
division of work encapsulates the register I/O to the hfa384x
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and assigns the link diagnosis to the prism2sta component.
Both are implemented in the prism2_cs module used by the
p80211 module propagating the L2 triggers via the OS spe-
cific wireless API. The L2 triggers are forwarded via the in-
kernel API of the wireless extensions [13]. The kernel-to-user
space communication is realized by the means of RTnetlink
sockets. User space applications then link against the iwlib
library to be able to listen on the appropriate wireless ex-
tensions channel.

4.4 Connection Analysis

Figure 5 shows a simplified message sequence chart (MSC)
of the overall communication within the system for the ex-
ample of a varying link quality. In the figure the link oriented
addresses (MAC addresses) are highlighted in blue, whereas
the connected oriented addresses (IP addresses) are marked
red. The Connectivity Support (CS) entity maps the L2
trigger to a connection based on pre-registered service re-
quests. These requests include an indication of the applica-
tion type and an appropriate threshold for the application,
such as the bandwidth.

The lack of a fully implemented Connection Manager on
Linux was solved with a Connection Manager stub imple-
menting the used features only. Inter Process Communica-
tion (IPC) between CS and application was realized with
domain sockets.

4.5 Application Notification and Adaptive
Stream Management (ASM)

As a demonstrator application using the notification hi-
erarchy the RealPlayer was modified. The standard ver-
sion uses the ASM technology to adapt the video stream
to changes in the connectivity [12]. It defines an applica-
tion layer protocol based on ASM rules. These rules are
exposed by the streaming server before a stream is setup
and define the different pre-coded video streams ready for
download. They are commonly using bandwidth and latency
indications, but also custom ASM rules can be defined using
the video frame error rate or other parameters to character-
ize the requirements of the stream. The RealPlayer uses
fast-buffering techniques to estimate the bandwidth and to
select a suitable stream at startup. In case the network
quality changes and does not meet the requirements of the
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currently subscribed ASM rule any more, RTSP messages
are exchanged with the server to switch to another stream.

The modified RealPlayer version is using the provided ap-
plication notifications as another source for stream switch-
ing.

S. RESULTS

In order to demonstrate the usability of the notification
hierarchy, it was tested with the adaptive video streaming
scenario illustrated in figure 6. Two nodes were sharing
the same access point (AP). While the already described
modified RealPlayer was streaming a video, the second node
was uploading data, causing cross-traffic and frame collisions
on the wireless link. Using the common stream switching
scheme, which is based on transport layer measurements,
a significant delay was experienced before the stream was
downshifted. Taking also the L2 trigger information based
on the RR into account, the detection time of a significantly
reduced bandwidth could be reduced by approximately 25%
as shown in figure 7.

The timing advance can also be seen in figure 8. Here, the
link bandwidth was taken as a base for an estimation of the
stream bandwidth, which implies that there is only a single
video stream and no other applications using the same link
from the mobile node.

Retransmission Ratio +
Link_Quality_Changed Trigger y
RealPlayer Bandwidth Indication

g
S 700
=3 .
K-
g 600

3
°

c

©
s}
€

e

5
(@]

200

100

0 5000 10000 15000 20000 25000 30000
Time [ms]

Figure 8: Timing advance for ASM with L2 trigger
based on RR.
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6. CONCLUSIONS AND FUTURE WORK

The presented approach supports network aware applica-
tions with unified link layer triggers, while requiring only
minor changes to the applications. A notification hierarchy
was presented, which is compliant with the IETF require-
ments on L2 triggers in terms of reliability and robustness.
Efficiency is achieved by parameterized link specific diagno-
sis. In our future work we plan to evaluate an alternative
architecture for link aware applications, such as the Con-
nection Managers or configuration tools. They demand the
possibility of the registration of link specific thresholds, as
for instance “average SNIR drops below 54dB.” The bene-
fit would be a less complex driver freed from link diagnosis.
However, the challenges for rapid notifications in this case
are the high frequent polling for the actual measurements
from the driver and the specification of a powerful API to
accommodate for complex queries.
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